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Glossary

Data generated when a user  interacts  with media services,
such as playing a video, pausing content, skipping a song, listening to music, or enter‐
ing a search query.

A structured representation derived from media behaviour
data over time, including patterns such as preferred genres, typical moments of use,
recurring interests, or cross-platform consumption habits.

Any information relating to an identified or identifiable natural per‐
son. Under the GDPR, this includes not only directly identifying information but also
behavioural data that can be linked to an individual. In this thesis, media behaviour
data recorded by streaming services constitutes personal data because it is tied to a
specific user account and can reveal preferences, habits, and identity.

An architecture in which the user remains the central point
of control over where personal data is stored, who may access it, and under which
conditions it may be used.

The ability of a user or organisation to exercise meaningful control
over data, including access, storage, sharing, and governance.

A  serialisation  format  for  RDF  data  that  is  valid  JSON  and  uses  a
@context field to map JSON keys to semantic vocabulary terms.

A  personal  data  broker  developed  at  imec-IDLab  that  exposes  a  Solid-
compatible storage API. Kvasir organises data into schema-governed partitions called
slices  and  uses  ClickHouse  for  analytical  storage  and  Redpanda  for  event-based
change notifications.

An RDF vocabulary for describing music-related concepts, includ‐
ing tracks, recordings, artists, and listening events.

An open-source relationship-based authorisation engine that models per‐
missions as typed relationships between objects, such as a user having a writer rela‐
tionship on a specific slice.

A Kafka-compatible distributed event streaming platform used in the pro‐
totype to publish change events from Kvasir slices to the aggregation processor.

A schema-governed partition within a Kvasir pod. Each slice holds a specific
type of data, such as music listening events or video watch events, and has its own ac‐
cess rules.

An ecosystem of specifications and tools for decentralised personal data man‐
agement, where users store data in personal online data stores.

A decentralised personal data store controlled by the user, in which data
can be stored, accessed, and shared through web standards.

A user-controlled storage environment for personal data. In this thesis,
the term is closely related to the concept of a Solid pod.

A globally unique web-based identifier used to identify a user or agent in the
Solid ecosystem.

The  authentication  mechanism  used  in  Solid,  based  on  OpenID



RDF

Triple

URI

Linked Data

Web Access Control

Access Control Policy

ODRL

Policy engine

Aggregation agent

Change processor

Audit log

LDES

Data space

Interoperability

Mosaic effect

GraphQL

Keycloak

MusicBrainz

Connect, that allows applications to verify a user’s identity and request access to pod
resources.

A standard data model that represents information as triples consisting of a sub‐
ject, predicate, and object.

A single RDF statement consisting of a subject, predicate, and object.

A Uniform Resource Identifier used to uniquely identify resources, concepts,
users, or relationships on the web.

A method for publishing and connecting structured data on the web us‐
ing shared identifiers and standard data models.

An access control mechanism used in Solid that defines per‐
missions for agents, groups, applications, and resources.

A more flexible Solid access control mechanism that can ex‐
press detailed access rules and conditions.

The Open Digital  Rights  Language,  used to  express  permissions,  prohibi‐
tions, and duties related to data usage.

A component that evaluates access and usage policies before allowing
or denying a data request.

A  user-authorised  component  that  combines  media  behaviour
data from multiple services and produces an aggregated cross-service profile.

A component in the aggregation pipeline that consumes change
events from Redpanda, derives a unified cross-service profile, and writes it back to
the Kvasir pod.

A record of data access or usage, showing who accessed which data, when,
and for what stated purpose.

Linked Data Event Streams, a technique for publishing and processing times‐
tamped event data incrementally.

A governed ecosystem in which different organisations can share and use
data according to common rules, standards, and trust mechanisms.

The ability of independent systems or services to exchange, inter‐
pret, and reuse data consistently.

The privacy risk that separate pieces of seemingly harmless data can
reveal sensitive information when combined.

A query language and API specification that allows clients to request ex‐
actly  the  data  they  need  from a  server.  In  this  thesis,  Kvasir  exposes  each  slice
through a GraphQL API generated from the slice’s SDL schema.

An open-source identity and access management server used in the proto‐
type to issue authentication tokens for both user-facing clients and background service
accounts.

An  open  music  encyclopedia  that  provides  structured  metadata  for
recordings,  releases,  and artists,  identified by stable URIs.  The prototype uses the
MusicBrainz API to enrich listen events with album and artist metadata.



Ollama

schema.org

Trustflows

A tool for running large language models locally. In the prototype, Ollama is
used by the inference service to generate recommendations from the cross-service
profile without transmitting behavioural data to external APIs.

A shared vocabulary maintained by a community of major search en‐
gines and web publishers, providing standardised terms for describing entities such as
actions, persons, and creative works. In this thesis, schema.org terms are used to rep‐
resent media interaction events in a way that is interoperable across services.

A framework for building trustworthy data flows that are interoperable,
legally compliant, and user-centric. In this thesis, Trustflows provides the governance
model that complements Solid’s storage and access control capabilities, particularly
through ODRL-based usage conditions.



Introduction

Streaming has become a central part of daily digital life. In 2024, statistics from the
Flemish government indicate that 41% of residents in the Flemish Region watch se‐
ries and 40% listen to music at least once per week. This widespread streaming activ‐
ity reflects a broader trend of growing digital engagement: 94% of residents aged 18
and older use the internet at least once per week, with 96% reporting weekly use of a
smartphone or mobile phone and 83% using a computer, laptop, or tablet on a weekly
basis [1].

As digital engagement continues to grow, so does the volume of data generated by
users. This growth is accompanied by rising concerns about how such data is man‐
aged.  Studies from SolidLab,  an imec research initiative investigating user-centric
personal data management, indicate that both trust and perceptions of transparent data
usage remain critically low. For instance, survey results show that a significant por‐
tion of the Flemish population believes that companies are insufficiently transparent
about how personal data is used, while approximately 70% of users report a lack of
control over their own data [2].

This tension is further deepened by the structure of today’s data economy. It is often
argued that “data is the new gold.” However, this analogy is fundamentally flawed.
Unlike gold, data can be shared simultaneously with multiple parties without being
depleted, a property that makes concentration of data control arguably wasteful from a
societal perspective. Despite this, data flows predominantly toward a relatively small
number of organizations, particularly large tech companies based in the United States
and China. These companies manage data within their own infrastructure and derive
significant economic value from it. This concentration has implications not only for
privacy, but also for data sovereignty and national security, while simultaneously
acting as a barrier to innovation: smaller and emerging companies are frequently ex‐
cluded from the data ecosystems they need in order to compete on equal footing [3].

The European Union has recognized data concentration as a structural problem, re‐
sponding with substantial investment through initiatives such as the Digital Europe
Programme [4]  and  GAIA-X [5].  These  programs  envision  a  human-centric  data
economy in which individuals retain meaningful control over their personal data. The
gap between policy ambition and practical implementation remains significant, partic‐
ularly in the media domain, where behavioural data is  continuously generated but
governance frameworks for user-centric control are still  immature.  Two promising
building blocks for such an architecture are the Solid ecosystem and Trustflows. Solid
enables users to store their personal data in decentralized online data stores called
pods that they manage and control, allowing them to grant or revoke access to appli‐
cations as needed. Trustflows complements this by providing a framework for build‐
ing trustworthy data flows that are interoperable, legally compliant, and user-centric.
Together, they provide a foundation for rethinking how personal media data is stored,
shared, and governed.

This bachelor’s thesis,  conducted at  imec-IDLab, addresses the following research
question: Which key design decisions need to be made when building media be‐
haviour profiles across multiple media services?

To answer this question, competency questions are first formulated to define the func‐



tional requirements of the proposed architecture and assessed through an expert ques‐
tionnaire completed by a practitioner from the Flemish media sector and through dis‐
cussions with researchers at imec-IDLab. A literature review of relevant technologies
and open standards informs the design choices throughout. The findings culminate in
both a designed architecture and a working prototype, demonstrating that user-centric
management of personal media data is not only theoretically sound but also practi‐
cally achievable.

The outcome of this research is a conceptual architecture, a proof-of-concept imple‐
mentation, and a structured set of design decisions for cross-service media behaviour
profiling.



1. Literature Study

The central research question of this thesis asks which design decisions are required
when building media behaviour profiles across multiple services in a user-centric way.
Answering this question requires a clear understanding of what such profiles are, why
current approaches fall short, and which technologies and architectural principles can
support a more user-centric solution. The sections that follow first define media be‐
haviour data and examine its privacy implications, then establish the core principles
of a user-centric architecture, introduce the Solid ecosystem as a technical foundation,
describe the individual architectural building blocks in detail, and finally situate the
proposed approach within the broader European data space landscape while reflecting
on the stakeholders it affects and the limitations it inherits.

1.1. Media Behaviour Profiles: Definition and Privacy Implications

In this thesis, media behaviour profiles refers to profiles created when a user interacts
with a media platform. This includes direct actions, such as playing a video, pausing
content, skipping a song, or entering a search query. It also includes patterns derived
from these actions over time, such as favourite genres, typical moments of use, or
preferences across different platforms.

This distinction is important because raw events and derived profiles are not the same.
A single play, pause, or search action may seem harmless, but when many of these
events are combined, they can reveal detailed information about a person. For exam‐
ple, long-term media behaviour may expose routines, interests, political views, emo‐
tional states, health-related concerns, or cultural identity. This is often referred to as
the mosaic effect: separate pieces of data may appear insignificant, but together they
can form a sensitive and revealing profile.



A well-known example outside the media domain is Target’s reported use of shopping
data to predict whether customers were pregnant and to target them with related ad‐
vertisements [6]. Similar risks exist in media environments. Viewing history, listening
behaviour, and search activity can reveal sensitive personal information, even when
the original data appears ordinary. Media behaviour data should not be treated as low-
risk simply because individual events seem harmless. The privacy risk is increased by
the fact that most media platforms store this data centrally. Platforms often collect, an‐
alyse, and retain behavioural data within their own infrastructure, while users have
limited insight into what is stored, how long it is kept, how it is used, or with whom it
is shared. This creates an imbalance: platforms can build detailed profiles of users,
while users have little control over those profiles. In this context, user control means
more than the ability to access or delete data.  It  includes the ability to determine
where data is stored, which actors may access it, for which purposes it may be used,
how long it may be retained, and whether derived profiles may be shared with others.

Centralised storage can also create security and governance risks. Large behavioural
datasets may become attractive targets for breaches,  legal  requests,  and secondary
uses beyond the user’s original expectations. Once behavioural data has been used to
train models or create derived profiles, it may also be difficult to fully remove its in‐
fluence, even if the original data is deleted. This creates tension with rights such as
data erasure under the GDPR [8].

However,  decentralised  storage  does  not  automatically  remove  these  risks.  The
MyData initiative helps explain why. MyData is a human-centric data movement that
argues that individuals should not only have formal legal rights over personal data,

Fig. 1: Individual data fragments, each seemingly harmless in isolation, combine to
form a detailed and revealing profile of a person.



but also practical tools to access, control, reuse, and benefit from data about them‐
selves. It promotes a shift away from platform-controlled data silos toward models in
which the individual becomes a meaningful point of integration across services [23].
In this view, decentralisation is valuable only if it strengthens practical agency, trans‐
parency, interoperability, and accountability.

Applied to media behaviour profiles, this means that moving data from central plat‐
form databases into pods does not by itself make the architecture safer. When data is
distributed across multiple pods,  services,  or intermediaries,  security responsibility
also  becomes more  distributed.  Each pod provider,  client  application,  aggregation
component, and data-using service becomes part of the trust chain. This may make it
harder to secure every storage location, application, and access path consistently. The
relevant design question is therefore not whether centralised or decentralised storage
is inherently safer, but whether the architecture gives users meaningful control over
storage, access, reuse, usage conditions, and accountability while making security re‐
sponsibilities clear and governable [23].

1.2. Towards a User-Centric Architecture: Core Principles

A user-centric media profile architecture inverts the traditional platform-controlled
model. Instead of each platform storing and governing user data independently, the
user maintains their data in a personal data store. Platforms may only access or con‐
tribute to this data with explicit user consent, for a clearly defined purpose, and within
a specified time frame. This introduces several requirements that guide the design
choices discussed in this thesis.

Sovereignty is a foundational principle in the European data landscape, ensuring that
individuals or organisations retain full control over the data they generate. Without
sovereignty as an explicit design constraint, any user-centric system risks becoming
another form of delegated control, where users technically have access to their data
but lack the practical means to govern it.

Interoperability and Open Standards are equally important. Just as the internet de‐
pends on shared protocols such as HTTP, HTML, and URLs, user-centric systems
need common standards so that independent services can exchange and interpret data.
This idea is closely related to the principles discussed in the UGent micro-credential
on Knowledge Graphs, where interoperability is treated as a central principle for con‐
necting distributed data sources. Conway’s Law illustrates why this matters: system
design often mirrors the communication structures of the organisations that create it
[7].Without deliberate effort toward interoperability, data silos are likely to remain as
a natural consequence of organisational boundaries, directly limiting the possibility of
cross-service integration.



Compliance in a decentralised ecosystem cannot be implemented solely through the
internal governance of one platform, because media behaviour data may involve sev‐
eral independent actors, including media services, pod providers, aggregation agents,
application developers, and data consumers. Each actor may control only part of the
data flow. As a result, compliance requires more than one organisation enforcing its
own rules. It depends on shared policies, interoperable technical standards, verifica‐
tion mechanisms, contractual agreements, and alignment with regulatory requirements
such as the GDPR [8].

Gaia-X is relevant in this context because it approaches trusted data sharing as a fed‐
erated governance problem. Its Digital Clearing House concept provides verification
mechanisms that can check whether participants and services comply with Gaia-X
rules before they take part in data exchange [5]. This illustrates how decentralised or
federated data  ecosystems may require  trusted verification services  to  support  ac‐
countability across organisational boundaries. For this thesis, Gaia-X is therefore use‐
ful not as a direct replacement for Solid, but as an example of how broader data-space
initiatives address trust, compliance, and interoperability at an ecosystem level.

Auditability follows directly from the compliance requirement: relevant data access
and usage events should be traceable and verifiable when accountability, compliance,
or dispute resolution requires it. Without transparent records of who accessed sensi‐
tive behavioural data, when access occurred, and for which stated purpose, it becomes
difficult to detect misuse or demonstrate that data was handled according to agreed
policies.

Fig.   2:  Organisational  structure  tends  to  mirror  system  design.  Adapted  from
Sketchplanations, “Conway’s Law” [7].



1.3. The Solid Ecosystem as a Technical Foundation

“When I invented the World Wide Web, I envisioned technology that would em‐
power people and enable collaboration… Solid returns the web to its roots by giv‐
ing everyone direct control over their own data.” - Sir Tim Berners-Lee, creator of
the World Wide Web [9]

The Solid initiative provides a concrete technological foundation for user-centric data
management [10]. Its central concept is the data pod (or data vault), a decentralised
storage space where individuals manage their own information independently of any
platform. Users determine who can access their data, for what purpose, and for how
long, directly supporting the principle of data sovereignty by shifting control away
from what we call centralised intermediaries.

Technically, a Solid pod is an HTTP-accessible storage container that exposes its con‐
tents as Linked Data resources. Each resource is addressable by a URI and can be re‐
trieved, created, updated, or deleted through standard HTTP verbs, which means that
a pod is, in essence, a personal slice of the web that the user controls.

Fig. 3: Key principles of a user-centric media profile architecture.



As illustrated in figure 4, different actors interact with different parts of the pod using
different verbs. A media service may POST a new interaction event or DELETE a re‐
tracted one, while an aggregation agent uses GET to read events and PUT to write
back an updated profile. A recommendation service is restricted to GET on the aggre‐
gated profile container. Requests to raw event containers return 403 Forbidden. This
per-resource access control is enforced by WAC or ACP policies attached directly to
the pod, not by the applications themselves.

Data inside a pod is typically represented in RDF (Resource Description Framework).
RDF is a standard model for describing data as relationships between things. Instead
of storing information in isolated tables or application-specific formats, RDF repre‐
sents data in simple statements, called triples: a subject, a predicate, and an object.
For example, a media event could state that a user played a specific song at a specific
time. Because each part of the statement can be identified using a URI, different ap‐
plications can refer to the same concepts in a consistent way.

Fig. 4: Solid pod resources accessed via HTTP verbs.



RDF data can be serialised in formats such as Turtle or JSON-LD. Turtle is compact
and commonly used in Linked Data environments, while JSON-LD is easier to inte‐
grate with web applications that already use JSON, since it is valid JSON that any
standard JSON parser can process and allows a @context field to be added to exist‐
ing data structures without requiring dedicated RDF tooling. Other types of resources,
such as images or audio files, can also be stored in a pod.

RDF is useful because it supports semantic interoperability. This means that data writ‐
ten by one application can be understood by another, as long as both applications use
the same vocabulary or can map between different vocabularies. For media behaviour
data, this is especially relevant. A video platform and a music platform may generate
different kinds of interaction events,  but  RDF makes it  possible to describe those
events in a shared structure. For example, both a watched video and a played song can
be represented as media interactions with a timestamp, a content item, and a user ac‐
tion, using vocabularies such as schema.org or domain-specific ontologies.

Solid defines two main access control mechanisms. Web Access Control (WAC) is
the older and more widely implemented model. It works in a way that is similar to file
permissions: users, groups, applications, and resources are identified by URIs, and
permissions are attached to specific resources or containers [11]. These permissions
usually define whether an actor can read, write, append to, or control a resource.

Listing 1: A media listen event represented as an RDF triple in Turtle syntax, using
schema.org vocabulary.

@prefix schema: <https://schema.org/> .
@prefix xsd:    <http://www.w3.org/2001/XMLSchema#> .
@prefix ev:     <https://alice.pod.example/events/> .

ev:event1 a schema:ListenAction ;
    schema:agent  <https://alice.pod.example/profile/card#me> ;
    schema:object <https://musicbrainz.org/recording/song123> ;
    schema:startTime "2024-05-08T14:32:00Z"^^xsd:dateTime .

Listing 2: A listen event and a watch event from two different platforms, represented
in the same RDF structure using schema.org vocabulary. Both use the same predicate
set, making them directly comparable by any consuming application.

@prefix schema: <https://schema.org/> .
@prefix xsd:    <http://www.w3.org/2001/XMLSchema#> .
@prefix ev:     <https://alice.pod.example/events/> .

ev:event1 a schema:ListenAction ;
    schema:agent  <https://alice.pod.example/profile/card#me> ;
    schema:object <https://musicbrainz.org/recording/song123> ;
    schema:startTime "2024-05-08T14:32:00Z"^^xsd:dateTime .

ev:event2 a schema:WatchAction ;
    schema:agent  <https://alice.pod.example/profile/card#me> ;
    schema:object <https://www.wikidata.org/wiki/Q57> ;
    schema:startTime "2024-05-08T20:15:00Z"^^xsd:dateTime .



WAC is relatively simple, which makes it easy to understand and implement. The fol‐
lowing example shows a WAC policy granting Alice read access and Bob full control
over a resource in his pod:

However, this simplicity also limits what it can express. For example, WAC is not
well suited for more specific conditions such as “only allow access when the request
comes from a specific application” or “only allow access when the user is authenti‐
cated through a trusted identity provider.”

Access Control Policies (ACP) provide a more flexible alternative [12]. ACP allows
access rules to be expressed in a more detailed way, including conditions about which
user, application, or context is involved. This makes ACP more suitable for systems
where access should depend not only on who is requesting the data, but also on why
and under which conditions the data is being accessed. The following example shows
an ACP policy that grants read access only when Alice is using a specific trusted ap‐
plication:

Listing  3:  A WAC policy granting Alice read access and Bob full  control over a
resource in Bob’s pod, using URI-identified agents and explicit permission modes.

@prefix acl: <http://www.w3.org/ns/auth/acl#>.

<#read-auth>
a acl:Authorization;

    acl:agent <https://alice.example/profile#me>;
    acl:accessTo <https://bob.example/pod/history.ttl>;
    acl:mode acl:Read.

<#owner-auth>
a acl:Authorization;

    acl:agent <https://bob.example/profile#me>;
    acl:accessTo <https://bob.example/pod/history.ttl>;
    acl:mode acl:Read, acl:Write, acl:Control.



Both WAC and ACP support an important Solid principle: access control should not
be hidden inside each individual application. Instead of allowing every media plat‐
form to decide for itself what it can do with user data, access rules are linked directly
to the user’s resources in the pod. For example, a user can decide that a music service
may read their listening history, while another service may only access an aggregated
profile. This makes the data less dependent on the internal policies of one platform
and supports a more user-centric form of data governance.

However, this does not mean that the pod host is completely irrelevant. The server
still enforces the access rules, which means that the hosting provider remains part of
the  trusted  infrastructure.  Nevertheless,  Solid  improves  on  traditional  platform-
controlled models because access policies are defined around the user’s data and can,
in principle, move with the pod if the user changes provider.

Authentication  is  handled  through Solid-OIDC  [13],  which  builds  on  the  widely
adopted OAuth 2.0 and OpenID Connect standards. Users are identified through a
WebID  [14],  a globally unique, user-controlled URI, enabling identity verification
across services.  The WebID is  typically hosted within the user’s  own pod,  which
means that the user’s identity document is itself a piece of data they control, and can
be updated,  extended,  or  moved without requiring the cooperation of any identity
provider.

For deployment within the European context, the Community Solid Server (CSS), de‐
veloped by imec and Ghent University, offers a ready and open-source implementa‐
tion of the Solid specifications [15]. CSS is modular by design, with configurable
components for storage backends, authentication flows, and access control mecha‐
nisms. This makes it  useful for research prototypes and experimental deployments
where different architectural choices need to be tested. Joachim Van Herwegen and
Ruben Verborgh explicitly describe CSS as an implementation of the Solid specifica‐
tions tailored towards research and development, prioritising modularity and extensi‐
bility over production-scale throughput [24].

Listing 4: An ACP policy granting read access to a resource only when the request
comes  from  a  specific  agent  using  a  specific  client  application,  combining  both
conditions through a matcher.

@prefix acp: <http://www.w3.org/ns/solid/acp#>.

<#matcher>
a acp:Matcher;

    acp:agent <https://alice.example/profile#me>;
    acp:client <https://music-app.example/clientid>.

<#policy>
a acp:Policy;

    acp:allow acp:Read;
    acp:allOf <#matcher>.

<#acr>
a acp:AccessControlResource;

    acp:resource <https://bob.example/pod/history.ttl>;
    acp:accessControl <#policy>.



Personal Data Store

While Solid provides a useful foundation for user-controlled storage and access con‐
trol, it does not solve every governance problem on its own. Access control mainly
answers the question: “Is this agent allowed to access this resource?” However, it
does not fully answer questions such as: “For which purpose may the data be used?”,
“How long may it be retained?”, or “Can it be shared with others?” These questions
are especially important for media behaviour profiles, because the sensitivity of the
data depends not only on who accesses it, but also on how it is used. Therefore, addi‐
tional mechanisms are needed for policy enforcement, cross-service aggregation, au‐
ditability, and legal compliance. These are discussed in the following sections.

1.4. Requirements for a User-Centric Architecture

The previous sections have established the principles, privacy concerns, and technical
standards that a user-centric media profile architecture must draw on. This section de‐
rives five concrete requirement areas from that body of literature,  each specifying
what a component must be capable of, independent of which technology implements
it. The GDPR and the Solid ecosystem together ground the requirements for personal
data storage [8, 10]. WebID and Solid-OIDC define what an identity and authentica‐
tion mechanism must provide [13, 14]. ODRL and the Trustflows framework estab‐
lish what a policy layer must be able to express [17, 21]. The MyData model of user-
authorised data integration informs the aggregation requirements [23]. Finally, GDPR
accountability and transparency obligations set the bar for auditability [8, 26].

A user-centric architecture requires a personal data store that
enforces access policies per resource, exposes its contents in a machine-readable and
interoperable format, and supports data portability so that the user is not locked into a
single provider [8]. Without per-resource access control, data minimisation cannot be
achieved: services would need to be trusted to self-limit their access rather than being
technically constrained. Without interoperability, data contributed by one service can‐
not be consumed by another.
For media behaviour data, the store must also support partitioned storage. Raw inter‐
action events,  per-service summaries,  and an aggregated cross-service profile have
different sensitivity levels and should be governed by different access rules. A music
service must be able to append new listening events without gaining read access to
video behaviour. A recommendation service must be able to read an aggregated pro‐
file without gaining access to raw events. The store must therefore allow different ac‐
cess rules to be attached to different parts of the data.



Identity and Authentication

For continuously generated media behaviour data, the store must additionally handle
high-volume ingestion and support change notifications so that downstream proces‐
sors can react to new events incrementally rather than polling the full dataset.

For high-volume media behaviour data, the choice of Solid server implementation
matters significantly. Kvasir is a cloud-native, microservice-based platform developed
at imec-IDLab that functions as a scalable data broker within the Solid and Linked
Data ecosystem [16]. Unlike CSS, which prioritises modularity and research flexibil‐
ity, Kvasir is built around industry-standard infrastructure including Apache Kafka for
event streaming and ClickHouse for analytical storage. It exposes data through multi‐
ple APIs including native RDF formats such as JSON-LD and Turtle, GraphQL, and
S3-compatible  interfaces,  and  provides  built-in  multi-tenancy,  fine-grained  access
control, and real-time push notifications. This makes Kvasir well-suited for applica‐
tions that generate continuous streams of behavioural data, where a file-based refer‐
ence implementation would not meet the performance requirements.

The architecture requires a shared, user-controlled
identity mechanism that allows data from different services to be attributed to the
same user without depending on any single platform’s identity system. Without such a
mechanism, a cross-service profile cannot be built: each platform would identify the
user differently, and there would be no stable point of integration. In Solid, this role is
fulfilled by the WebID [14], a globally unique URI the user controls.
Authentication  is  handled  through  Solid-OIDC  [13],  which  builds  on  OpenID
Connect. It allows applications to verify a user’s identity and request access to re‐
sources in the user’s pod.

However, identity also creates privacy challenges. If the same WebID is used across
many services, it may become a point of correlation. Several services could recognise
that they are interacting with the same user. For this reason, privacy-preserving de‐
ployments may require different WebIDs for different contexts, such as personal me‐
dia use, professional activity, or research participation.
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Fig. 5: The user’s pod partitioned into three containers at different sensitivity levels.
Media services may only write to raw event containers. The aggregation agent reads
raw events and writes back a cross-service profile. The recommendation service may
only read the aggregated profile, and is denied access to raw events.



Policy Enforcement

Together with WAC or ACP, WebID and Solid-OIDC support a user-centric access
model. Users can identify themselves across services, while access to their data re‐
mains governed by policies attached to resources in their  own pod.  This supports
portability, but it also shows that identity design must carefully balance convenience
and privacy.

For media behaviour profiles, this means that identity design must allow users to sep‐
arate different services and access decisions. What a music platform knows about a
user should not automatically become available to a video platform simply because
both use the same identity mechanism.

Access control alone is insufficient. The architecture requires
a policy layer capable of expressing and enforcing conditions on data use that go be‐
yond simple read and write permissions. A service may be technically permitted to
read listening-history data without that permission saying anything about how long
the data may be retained, whether it may be shared, or whether it may be used for ad‐
vertising. These usage constraints cannot be expressed in WAC or ACP.
This is  where the concept  of  Trustflows becomes relevant.  Trustflows.eu [21] de‐
scribes Trustflows as an approach for building trustworthy data flows that are interop‐
erable, legally compliant, and user-centric. In this thesis, the term is used to refer to
governed data flows in which data does not simply move between actors, but moves
together with explicit conditions, responsibilities, and evidence for accountability.

For this reason, the architecture requires a policy layer. Data exchanges can be gov‐
erned through policies expressed in ODRL: the Open Digital Rights Language [17].

Fig.  6:  WebID and  Solid-OIDC enable  a  user  to  authenticate  across  independent
services using a single user-controlled identity document hosted in their pod.



ODRL can describe permissions, prohibitions, and duties related to data use. For ex‐
ample, a policy could allow a recommendation service to use viewing-history data for
personalisation, prohibit sharing it with advertising networks, and require deletion af‐
ter a defined period.

A policy engine can evaluate these rules before access is granted. In this architecture,
the policy layer sits between the requesting service and the data stored in the pod.
When a service requests access, the policy engine evaluates the request against the ap‐
plicable ODRL policy by checking four elements: the requesting party, the requested
action (such as read or write), the target resource, and any constraints attached to the
policy, such as a stated purpose, a retention limit, or a prohibition on secondary use. If
the request satisfies all conditions, access is granted. If any element does not match,
access is denied.

This makes governance more proactive. Instead of only detecting misuse afterwards,
some restrictions can be enforced before data is accessed. However, technical enforce‐
ment has limits. Once a service has legitimately received data, a policy engine cannot
fully prevent later misuse outside the pod environment. This is why policy enforce‐
ment must be combined with audit logs, accountability mechanisms, and legal safe‐
guards.

In this architecture, Trustflows therefore connects policy enforcement with account‐
ability. The policy layer helps determine whether a data exchange is allowed, while
audit mechanisms provide evidence of which exchanges occurred and under which

Fig. 7: The ODRL policy layer intercepts access requests and evaluates them against
user-defined permissions, prohibitions, and duties before granting or denying access
to pod resources.



Aggregation

Auditability

stated conditions. Together, these mechanisms support data flows that are not only
technically possible, but also governed, explainable, and verifiable.

The architecture requires a user-authorised aggregation component
that can read permitted data from multiple service partitions, derive a unified cross-
service profile, and write that profile back to the store under separate access rules
[23]. This component must not require platforms to share data directly with each
other: instead, each service contributes to the user’s store, and the aggregation compo‐
nent operates on that store on the user’s behalf.
The purpose of this separation is to avoid giving every platform direct access to all
raw behavioural data. Instead, services can contribute events or summaries, while the
aggregation agent produces a profile that can later be shared under separate access
rules. For example, a video platform and a music platform may both contribute inter‐
action data, but a recommendation service may only receive access to the aggregated
profile.

The aggregation component must therefore be configurable at the level of the user’s
consent: which services are included, which data types are considered, and how long
intermediate data is retained must all be governed by the user’s stated preferences
rather than by the component’s internal logic [23].

For  continuously  generated  media  behaviour  data,  efficiency  is  important.
Reprocessing the full dataset every time the profile is updated would become ineffi‐
cient as the amount of data grows. Event streaming techniques such as Linked Data
Event Streams (LDES) can help address this  [18].  An LDES represents data as a
stream of timestamped events that can be processed incrementally. This allows the ag‐
gregation agent to consume only new or changed events instead of recalculating the
entire profile each time.

This is especially relevant for media behaviour data, where new events may be gener‐
ated frequently. Incremental aggregation can reduce processing overhead and make
the profile easier to keep up to date.

Because data is no longer governed by one central platform, the archi‐
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Fig. 8: The aggregation agent reads only new events from each service partition using
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and writes it back to the pod, without any platform having direct access to another
platform’s data.



tecture requires mechanisms that make access and usage transparent and verifiable af‐
ter the fact [26]. In a centralised system, a single party holds all access logs internally.
In a decentralised architecture, no such party exists, which means auditability must be
designed in explicitly rather than assumed. The architecture therefore requires that ev‐
ery access by a service, a policy engine, or an aggregation component produces a
traceable record of who accessed what, when, and for which stated purpose. These
records must be available to the user directly, not just to the hosting provider, so that
users and regulators can verify that data was handled according to agreed conditions.
This supports compliance with GDPR principles of transparency, accountability, and
data protection by design [8], but it also goes beyond compliance: auditability is what
makes the architecture’s claims about user control credible in practice.
These five building blocks are not independent. They form a chain: when a media ser‐
vice records a user interaction, it authenticates with its own service credentials and
writes the event to the container in the user’s pod to which the user has previously
granted it  write  access.  The policy  engine  checks  whether  this  write  matches  the
user’s stated consent before it is permitted. Periodically, the aggregation agent reads
permitted data from multiple service containers, computes a cross-service profile, and
stores it back in the pod. Every access by the service, the policy engine, and the ag‐
gregation agent is recorded in an audit log the user can inspect. This chain connects
identity, storage, policy, aggregation, and auditability into a single governed data flow
that is transparent at every step.

1.5. Dataspace Integration and Eventual Interoperability

The proposed architecture also fits within the broader European data space vision.
The  European  Strategy  for  Data  promotes  trusted  and  interoperable  data  sharing
across sectors [19], while initiatives such as Gaia-X show that decentralised ecosys‐
tems still require shared governance, verification mechanisms, and trust frameworks
[5]. In this thesis, Solid addresses the user-controlled personal data layer, while data
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space initiatives provide useful context for future organisational interoperability.

This connection is expressed through eventual interoperability: the system does not
need to align with every future data space standard from the start, but it should use ex‐
plicit semantics, stable identifiers, and open standards so that later integration remains
possible [22].

1.6. Stakeholder Considerations

To situate the proposed architecture within the Flemish media landscape, a structured
written questionnaire was conducted with a practitioner from the Flemish media sec‐
tor. MediaNet Vlaanderen is a cross-media consultation platform that brings together
more  than  80  organisations  active  in  content  creation  and  distribution  within  the
Flemish media sector. The respondent is a Programme and Communications Director
there, with direct operational experience in media data governance and involvement
in the Solid4media initiative, an ongoing industry project that explores the application
of Solid technology to media data management and closely aligns with the scope of
this thesis.

The consultations suggest that media behaviour profiles may be valuable not only for
personalisation, but also for organisations that analyse media trends and innovation,
with  analyses  of  media  professionals’  evaluations  of  technological  innovation  de‐
scribed  as  “very  valuable.”  At  the  same time,  a  concern  was  raised  about  trans‐
parency: user-facing insights should remain simple and understandable, so that trans‐
parency does not become too complex to interpret in practice. This supports the need
for usable consent flows, clear access explanations, and manageable policy interfaces
as part of the proposed architecture.

A personal data vault architecture is considered feasible only in the medium term. The
main barrier is ecosystem adoption: such a system becomes valuable only when a suf‐
ficiently large pool of participating services and users exists. This reinforces the idea

Fig. 10: European Strategy for Data: a common European data space enabling trusted
and interoperable data sharing across sectors (European Commission).



that the proposed architecture is not only a technical system, but also a sociotechnical
one that depends on scale, trust, governance, and stakeholder incentives to deliver its
intended value.

1.7. Limitations and Challenges of User-Centric Media Profile Architectures

Several challenges remain. The first is adoption. A user-centric architecture only be‐
comes useful when multiple services support it. If only one or two platforms partici‐
pate, the value of a cross-service media profile remains very limited. This creates a
chicken-and-egg problem: platforms may hesitate to adopt the system until users de‐
mand it, while users may not see its value until enough platforms support it. Technical
design alone cannot solve this. Adoption would also require incentives, regulation,
partnerships, and use cases that clearly show the benefits of the approach. This barrier
was also identified in the expert questionnaire conducted for this thesis, where a per‐
sonal data vault architecture was described as feasible only in the medium term pre‐
cisely because ecosystem adoption is a precondition for its value [23].

Performance is another important design constraint. A decentralised architecture may
introduce more latency than a centralised platform model. Data may need to move be‐
tween services, pods, policy engines, and aggregation agents before a result can be
produced. Research into decentralised search and querying over Solid pods has shown
that distributing data across many independent storage locations introduces significant
overhead compared to centralised indexing, particularly for operations that span mul‐
tiple pods [25]. Some of this overhead can be reduced through caching, pre-computed
profiles, or incremental updates, but performance remains a relevant constraint espe‐
cially for features that require fast responses.

A third challenge is usability. Giving users more control over their data is valuable,
but it can also make the system harder to use. If users are asked to approve too many
permissions or understand complex policies, they may become overwhelmed or sim‐
ply accept requests without reading them. This would weaken the goal of meaningful
user control. The MyData initiative explicitly identifies practical usability as a key re‐
quirement for user-centric data systems, noting that formal legal rights over data are
insufficient without tools that are understandable and manageable in practice [23].

Standardisation is also necessary. Technologies such as Solid, ODRL, and LDES pro‐
vide important building blocks, but they do not automatically guarantee interoperabil‐
ity. Services still need to agree on shared vocabularies, data models, profile structures,
and  conformance  rules.  Without  this  coordination,  different  implementations  may
technically follow the same standards but still fail to work together in practice. As
Colpaert argues, governance and shared semantics are just as important as the techni‐
cal standards themselves [22].

Finally, security and threat modelling remain major concerns. Moving data away from
centralised platforms does not remove security risks, it changes where those risks ap‐
pear. A systematic assessment of the Solid protocol against security and privacy obli‐
gations has shown that most known threat categories apply to Solid environments, in‐
cluding risks such as token theft through malicious pods and identity injection via
WebID documents [26]. Because responsibility for security is distributed across pod
providers, client applications, and identity providers, consistent enforcement becomes
harder to guarantee than in a centralised system.



These limitations do not make the proposed architecture unsuitable, but they show
that its success depends on more than the technical design. Adoption, performance,
usability, standardisation, and security all influence whether a user-centric media pro‐
file architecture can work in practice. The approach should therefore be understood as
a sociotechnical system: it requires not only protocols and software, but also gover‐
nance, incentives, and trust.



2. Architecture and Design Decisions

The previous chapter established the theoretical foundations and requirements for a
user-centric media behaviour profile architecture. It identified five requirement areas
that any valid architecture must address: a personal data store with per-resource ac‐
cess control and portability, a shared identity mechanism, a policy layer for usage
conditions beyond access control, a user-authorised aggregation component, and au‐
ditability  mechanisms that  make data  access  transparent  and verifiable.  These  are
summarised in Fig. 11.

This  chapter  translates  those  requirements  into  concrete  architectural  design  deci‐
sions. It answers the central research question of this thesis: which key design deci‐
sions need to be made when building media behaviour profiles across multiple
media services?

The chapter distinguishes between two levels of design. At the abstract level, each
section defines a component role and the responsibility that role must fulfil. At the
prototype level, each section describes one concrete implementation choice used in
the proof of concept. This distinction is important because the architectural contribu‐
tion of this thesis is not tied to one specific technology stack. A deployment using
the Community Solid Server instead of Kvasir, WAC or ACP instead of OpenFGA, or
LDES instead of Redpanda would still implement the same architecture if the same
responsibilities are fulfilled.

The design decisions are guided by five principles established earlier in this thesis.

Fig.  11:  The  five  requirement  areas  that  any  valid  user-centric  media  behaviour
profile architecture must address, as established in the literature study.



European data sovereignty requires that personal media data remains under user con‐
trol and is governed in line with European values and regulation. W3C open standards
ensure that data and identity are not locked into proprietary formats. Open-source im‐
plementation supports transparency, reproducibility, and adaptability. Interoperability
across  autonomous  stakeholders  allows  independent  media  services,  storage
providers, and processing components to participate without sharing one internal in‐
frastructure. Finally, competency questions provide the functional test: the architec‐
ture is valid only if it can answer the questions it was designed to support.

2.1. Competency Questions

Before defining the architectural components, it is necessary to define what the sys‐
tem must be able to answer. Competency questions translate the research question into
concrete  functional  requirements.  Three  questions  were  formulated  and  assessed
through  a  structured  written  questionnaire  completed  by  a  practitioner  from  the
Flemish  media  sector.  The  respondent  holds  a  senior  position  at  MediaNet
Vlaanderen, has operational experience with media behaviour data, and is involved in
the Solid4media initiative.  The questionnaire therefore provided practical  input on
which capabilities are most relevant from a media-sector perspective.

CQ1: Which content has a given user consumed within a specified time period?
This is  the foundational  retrieval  question.  The system must  be able to retrieve a
user’s listening and viewing history, filtered by time, through an authorised access
point. Answering this question requires a queryable data store, stable user identifiers,
and a semantic data model that represents media events consistently across services.
The expert rated this as the most relevant competency question.

CQ2: Which services may access which parts of a user’s consumption history,
and under what conditions? This is the governance question. The system must sup‐
port  selective  disclosure,  for  example  allowing one application to  access  watched
films from the past year without exposing music listening history or raw interaction
events. Answering this question requires data partitioning, per-partition access con‐
trol, and a policy layer capable of expressing usage conditions. The expert rated this
question highly,  confirming the practical  importance of  user-controlled access and
sharing.

CQ3: How can consumption data from multiple platforms be integrated in a
standardised way? This is the interoperability question. The system must allow data
from independent media services to be combined without requiring those services to
share  internal  databases  or  proprietary  schemas.  Answering  this  question  requires
shared semantics, stable external identifiers, and an aggregation component that oper‐
ates on behalf of the user. The expert rated this question moderately, noting that stan‐
dardised integration would be valuable for media trend analysis and innovation re‐
search, while ecosystem adoption remains the larger practical barrier.

Together, these competency questions define the minimum capability of the architec‐
ture. A system that cannot answer CQ1 cannot function as a media behaviour profile
store. A system that cannot answer CQ2 cannot be considered user-centric. A system
that cannot answer CQ3 does not justify the cross-service premise of this thesis.

With these requirements established, Fig.  12 presents  the  full  system architecture.



Reading the diagram from left to right follows the data flow. The Music Service and
Video Service write media events into the Kvasir User Pod, where they are stored in
typed slices. Each slice emits change events to Redpanda, which triggers the Change
Processor. The Change Processor enriches raw media events with external metadata,
derives aggregated insights, and writes the resulting cross-service profile back into the
pod. Ollama reads this profile to generate local recommendations. The identity and
authentication  layer  governs  each  interaction:  Keycloak  issues  service  tokens  and
OpenFGA evaluates whether the requesting service has the required relationship on
the target slice. The logging layer records authentication, authorisation, and change
events for retrospective accountability. The ODRL-based policy layer is included in
the conceptual architecture but remains future work in the prototype. It would, for ex‐
ample, allow a user to permit a recommendation service to read their viewing history
for personalisation while prohibiting that service from retaining a copy or sharing it
with third parties.

Three implementation choices in the prototype deviate from the Solid-native mecha‐
nisms recommended in the literature. These are described in full in the section on pro‐
totype deviations at the end of this chapter.



The relationship between the architectural roles, prototype choices, and competency
questions is summarised in Table 1.
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Fig. 12: System architecture of the prototype. The identity and authentication band at
the top governs access through Keycloak and OpenFGA. Media services write events
into  typed  Kvasir  slices.  Change  events  flow  through  Redpanda  to  the  Change
Processor, which enriches the events and writes a cross-service profile back to the
pod.  Ollama  reads  the  profile  for  local  inference.  The  logging  layer  records
authentication, authorisation, and change events. ODRL-based policy enforcement is
shown as future work.



2.2. Personal Data Store

In conventional media platforms, behavioural data is stored within the platform’s own
infrastructure. The platform determines what is retained, how it is analysed, and with
whom it is shared. A user-centric architecture reverses this model. Media behaviour
data must be stored in a personal data store controlled by the user, while services re‐
ceive access only under explicitly authorised conditions.

The architectural requirement is therefore that the personal data store must support
four properties. First, it must enforce access rules at the level of individual resources
or partitions. Second, it must expose data in a machine-readable and interoperable for‐
mat. Third, it must support portability so that the user is not locked into one provider.
Fourth, it must provide a way for downstream components to detect changes, because
media behaviour data is generated continuously.

The Solid ecosystem provides the natural foundation for this role. A Solid pod is a
user-controlled data store that exposes resources through web standards and allows
access to be governed by policies attached to the data. In principle, several implemen‐

Table 1: Traceability between architectural roles, prototype choices, and competency
questions.

Architectural
role

Prototype choice Main responsibility Competency
questions

Personal data
store

Kvasir User Pod Store user-controlled media
behaviour data

CQ1, CQ2

Data
partitioning

Kvasir slices Separate raw and aggregated data
under different access rules

CQ2, CQ3

Analytical
storage

ClickHouse and MinIO Support high-volume event
queries and binary asset storage

CQ1, CQ3

Identity
provider

Keycloak and Solid-
OIDC endpoint

Identify users, services, and
background components

CQ1, CQ2

Authorisation
engine

OpenFGA Enforce per-slice read and write
permissions

CQ2

Semantic data
model

JSON-LD, schema.org,
Music Ontology

Represent media events
consistently across services

CQ1, CQ3

Event bus Redpanda Notify processors when new
events are written

CQ1, CQ3

Aggregation
processor

Python change
processors

Enrich events and derive cross-
service profiles

CQ1, CQ3

Inference
service

Ollama Generate recommendations from
the profile without external data
transfer

CQ1

Policy layer ODRL, future work Express and enforce usage
conditions after access

CQ2

Audit layer Authentication,
authorisation, and
change logs

Record who accessed or changed
which data

CQ2



tations could fulfil this role, including the Community Solid Server, Inrupt Enterprise
Solid Server, or future Solid-compatible servers. A non-Solid personal SPARQL end‐
point or linked data server could also satisfy the same architectural role if it provides
equivalent guarantees for user control, access control, interoperability, and portability.

The prototype uses Kvasir as the personal data store. Kvasir is a Solid-based data bro‐
ker  developed  at  imec-IDLab.  It  extends  the  standard  Solid  resource  model  with
schema-governed slices, a GraphQL query interface, event notifications, and analyti‐
cal storage. These additions make it suitable for high-volume structured media behav‐
iour data. In Fig. 12, Kvasir is shown as the central Kvasir User Pod.

This choice should not be interpreted as making Kvasir the architecture itself. Kvasir
is one implementation of the personal data store role. The architectural decision is that
media behaviour data must be stored around the user rather than inside individual me‐
dia platforms.

2.3. Data Partitioning

A user-centric system must not store all media behaviour data in one undifferentiated
graph. If all data is stored together, selective sharing becomes difficult. A music ser‐
vice that writes listening events could gain visibility into video behaviour. A recom‐
mendation service that only needs an aggregated profile could receive unnecessary ac‐
cess to raw events. This would violate data minimisation and weaken user control.

The architecture therefore requires data partitioning. Raw listening events, raw view‐
ing events, enriched media metadata, and aggregated cross-service profiles should be
stored in separately governable areas. Each partition must be independently authoris‐
able, independently queryable, and independently subscribable.

In a standard Solid deployment, this role could be fulfilled through containers gov‐
erned by WAC or ACP policies. In a SPARQL-based system, named graphs could
serve a similar purpose. Another alternative would be to use separate pods for differ‐
ent media domains. The mechanism is less important than the property it provides: ac‐
cess must be controllable at a level more precise than the whole pod.

The prototype implements partitioning through Kvasir slices. A slice is a schema-
governed partition of the user pod, with its own data model, access rules, and change
stream.  The  prototype  defines  two  input  slices:  music-tracker  for  listening
events, tracks, albums, and artists, and video-tracker for watch events, videos,
and channels. A third partition, the cross-service profile, stores the aggre‐
gated output produced by the Change Processor. This partition holds two kinds of
data. The first is per-creator interaction counters, derived by aggregating listening and
viewing events across the music and video slices. The second is confirmed identity
links between music creators and video creators,  expressed as schema:sameAs
triples. When a user confirms that a SoundCloud artist and a YouTube channel belong
to the same person, the system writes this assertion to the cross-service profile. The
pod thereby becomes the authoritative source of identity decisions rather than relying
on heuristic name matching.

This directly supports CQ2. A service may be granted write access to the music-
tracker slice without receiving access to the video-tracker slice. A recom‐



mendation service may be granted read access to the aggregated profile without see‐
ing raw event histories. The user does not need to understand the full RDF graph to
benefit from selective disclosure. The partitioning structure makes access boundaries
explicit.

The trade-off is that Kvasir slices do not behave exactly like standard Solid contain‐
ers. They are accessed through GraphQL queries and JSON-LD delta writes rather
than only through LDP HTTP operations [27]. This improves query expressiveness
and analytical performance, but it  means that the prototype is not a pure standard
Solid resource implementation. The architecture remains Solid-based in orientation
because it is centred on a user-controlled pod, linked data, and access rules attached to
user data. The prototype, however, uses Kvasir-specific mechanisms to support the
workload.

Replacing Kvasir  with a  different  Solid  server  would therefore require  significant
rewriting of the implementation. The ingestion layer would need to use LDP HTTP
instead of Kvasir’s GraphQL interface. The change processor would need to consume
Solid notifications or LDES instead of Redpanda events. Access control would need
to  be  reconfigured  from  OpenFGA  to  WAC  or  ACP.  These  are  implementation
changes, not changes to the architectural roles.

2.4. Analytical Storage and Binary Assets

Media behaviour profiles are append-heavy and aggregation-heavy. Every play, pause,
skip, search, or watch action creates a new event. Useful profile queries often aggre‐
gate over large event sets: most-played artists, most-watched channels, repeated inter‐
ests, recent consumption patterns, or changes over time. The storage layer must there‐
fore support efficient analytical queries, not merely the storage of RDF triples.

A  traditional  RDF  triplestore  offers  strong  semantic  query  capabilities  through
SPARQL, which is valuable for graph traversal and semantic reasoning. However,
media behaviour profiling also requires fast aggregation over large volumes of times‐
tamped events. A relational database such as PostgreSQL can support aggregation,
but does not offer native semantic graph capabilities. A column-oriented analytical
store is therefore a suitable trade-off for the prototype workload.

The prototype uses ClickHouse [28] as the analytical storage backend inside Kvasir.
ClickHouse is optimised for fast aggregations over append-heavy datasets, which fits
the profile of media behaviour events. The trade-off is that the prototype does not ex‐
pose native SPARQL querying. Queries are issued through Kvasir’s GraphQL layer.

Binary assets  are  stored separately.  Album cover  art  from MusicBrainz and artist
thumbnails  from  Wikipedia  are  stored  in  MinIO,  an  S3-compatible  object  store.
Kvasir stores references to these assets in the knowledge graph. This keeps the analyt‐
ical store focused on structured data while allowing media-related files to be retrieved
when needed.

This decision supports CQ1 and CQ3 by making profile queries and cross-service ag‐
gregation practically feasible at larger volumes.

2.5. Identity Provider



Access control only works when the system can reliably determine who is making a
request. The architecture must distinguish between a music service, a video service,
an aggregation processor, a recommender, and a human user. If these actors cannot be
identified separately, the system cannot assign different permissions to them.

In  the  Solid  ecosystem,  the  natural  identity  mechanism is  WebID combined with
Solid-OIDC [13, 14]. A WebID is a URI that identifies a user or agent. Solid-OIDC
allows applications to authenticate and request access to resources in a user’s pod.
This is especially suitable for browser-based interactions where a human user logs in
and grants an application access.

Kvasir supports this model through its /{podId}/solid/ endpoint. A Solid client
can authenticate using Solid-OIDC and interact with resources through standard Solid
mechanisms.  RDF  files  written  through  this  endpoint  are  ingested  into  Kvasir’s
knowledge graph, keeping the Solid-compatible interface connected to the internal
storage model.

The prototype also contains automated background components. The music tracker,
video tracker,  change processor,  and recommender operate continuously without a
user  logging  in  for  every  request.  For  this  class  of  actor,  the  OAuth  2.0
client_credentials flow is more appropriate. A service authenticates using its
client_id and client_secret, receives a bearer token, and attaches that token
to its requests.

The prototype uses Keycloak as the OIDC provider for these service-to-service inter‐
actions. Each service is registered as a separate Keycloak client. Kvasir validates the
received token and passes  the  authorisation decision to  OpenFGA. This  separates
identity from authorisation: Keycloak determines who is making the request, while
OpenFGA determines what that actor is allowed to do.

The client_credentials flow is therefore not a replacement for Solid-OIDC. It
complements Solid-OIDC for automated service components. A complete deployment
would  use  Solid-OIDC  for  human  users  and  browser-based  applications,  and
client_credentials for trusted background services.

In  the  current  prototype,  the  web application and browser  extension interact  with
Kvasir  exclusively through the GraphQL slice API rather  than through the Solid-
compatible LDP endpoint. The Solid endpoint is available but not exercised by the
prototype clients.

The limitation is that Kvasir’s Solid endpoint does not currently enforce WAC or ACP
policies. Access control for requests, including requests arriving through the Solid-
compatible endpoint,  is  handled through OpenFGA. This is  a  prototype constraint
rather than a conceptual rejection of Solid-native access control.

2.6. Authorisation Engine

Authentication  establishes  who  is  making  a  request.  Authorisation  determines
whether that actor may perform a specific operation on a specific resource. For this
architecture, authorisation must happen at the level of individual partitions rather than
the entire pod. A service should be able to write to one slice while being denied ac‐
cess to another. Access rules must be attached to the user’s data environment rather



than hidden inside the internal logic of each media service.

Solid provides two native mechanisms for this role. Web Access Control [11] defines
permissions such as read, write,  append, and control over resources or containers.
Access Control Policies [12] provide a more expressive model that can include condi‐
tions  such  as  which  application  is  making  a  request.  Outside  Solid,  Open Policy
Agent and Casbin provide policy-as-code alternatives.

The prototype uses OpenFGA. OpenFGA is a relationship-based authorisation engine.
It models access as relationships between subjects and objects. For example, the mu‐
sic tracker may hold the writer relationship on the music-tracker slice, while
the web application may hold the reader  relationship on the cross-service
profile. When a request reaches Kvasir, Kvasir asks OpenFGA whether the re‐
questing service has the required relationship on the target slice. If the relationship ex‐
ists, access is granted. If it does not, the request is rejected.

OpenFGA is used because Kvasir does not yet implement WAC or ACP for its Solid-
compatible storage API. The choice is therefore pragmatic. It allows the prototype to
demonstrate slice-level access control even though it deviates from Solid-native au‐
thorisation mechanisms.

This decision supports CQ2 by enforcing selective access to different parts of the
user’s media behaviour data. It also highlights an important distinction: the architec‐
ture requires fine-grained authorisation, but does not require one specific authorisa‐
tion technology. WAC, ACP, OpenFGA, or another mechanism could fulfil the role if
it supports independently governable partitions.

2.7. Semantic Data Model

Cross-service media profiling is only possible if data written by one service can be
understood by another. In a centralised system, this is often solved through one shared
internal database schema. In a decentralised system, no such shared schema can be as‐
sumed. Interoperability must instead be achieved through explicit semantics, shared
vocabularies, and stable identifiers.

RDF provides the foundational data model. It represents information as triples and al‐
lows resources, users, actions, and media objects to be identified by URIs. RDF can
be serialised in different formats. Turtle is compact and common in linked data envi‐
ronments.  JSON-LD is  better  suited  to  web applications  because  it  remains  valid
JSON while preserving linked data semantics through a context document.

The prototype uses JSON-LD as its serialisation format. Media interactions are repre‐
sented  using  schema.org  types  such  as  ListenAction,  WatchAction,  and
InteractionCounter. Music-specific entities use the Music Ontology, including
mo:Track,  mo:Record,  and mo:MusicGroup.  Agent descriptions use FOAF,
including foaf:name  and foaf:maker.  External  identifiers  from MusicBrainz
and YouTube anchor media objects to existing public knowledge graphs.

Each event receives a deterministic URI derived from the event type, content identi‐
fier, and timestamp, for example:

urn:combine-ld:watch:<videoId>:<timestamp>



This has an important practical benefit. If the same event is imported twice, it receives
the same identifier and overwrites the existing event rather than creating a duplicate.
This makes imports repeatable and improves recovery after failures.

The cross-service profile slice extends this further. It uses schema:sameAs to link
a music creator URI to a video creator URI when the user confirms the match. This is
the most direct example of semantic interoperability in the prototype: a standard RDF
predicate connects two external platform identities, making data written by one ser‐
vice understandable in the context of another without any platform-to-platform ex‐
change.

This  decision  directly  supports  CQ1 and  CQ3.  CQ1 requires  media  events  to  be
queryable across time. CQ3 requires events from different services to be integrated in
a standardised way. JSON-LD and shared vocabularies make this possible, but they
do not guarantee interoperability by themselves. Services must still agree on model‐
ling conventions, vocabulary terms, identifier strategies, and edge cases. Vocabulary
governance is therefore part of the architectural problem, not merely an implementa‐
tion detail.

2.8. Event Bus

A media behaviour profile should remain current. If a user listens to music or watches
a video, downstream processors should not need to repeatedly scan the full dataset to
detect that a new event exists. The architecture therefore requires a change notifica‐
tion mechanism. This mechanism decouples the personal data store from the aggrega‐
tion processor: the store publishes a change event when data is written, and the pro‐
cessor reacts to that event independently.

The literature-aligned option is Linked Data Event Streams [18]. LDES represents
changes as linked data resources that consumers can follow incrementally. This aligns
well  with  RDF  and  the  Solid  ecosystem.  Other  options  include  Apache  Kafka,
Apache Pulsar, webhooks, or server-sent events.

The prototype uses Redpanda. Redpanda implements the Kafka protocol while avoid‐
ing the operational overhead of a full Kafka cluster. It is practical for a proof of con‐
cept because it  offers low-latency event streaming and works with existing Kafka
client libraries.

In the prototype, Kvasir publishes a change event whenever a ListenAction or
WatchAction is written to a slice. The Change Processor holds an open SSE sub‐
scription on Kvasir’s onListenActionAdded endpoint and processes each new
event as it arrives. Kvasir internally backs this subscription with Redpanda, but the
processor interacts only with Kvasir’s GraphQL subscription API. This supports CQ1
and CQ3 by allowing the profile to be updated incrementally.

One important operational characteristic is that Kvasir SSE subscriptions are forward-
looking only. Events written before the subscription was opened are never delivered.
The cross-service profile therefore only reflects  behaviour that  occurred while the
processor was actively running. Any historical data that predates a processor restart is
not automatically included. A separate backfill step is required to incorporate those
events into the profile.



This is a deliberate deviation from LDES. LDES is better aligned with linked data
standards and would be preferable for a production deployment that prioritises Solid
ecosystem interoperability. Redpanda is better suited to the prototype’s need for low-
latency push-based processing. A future standards-aligned implementation could re‐
place Redpanda with LDES without changing the architectural role of the event bus.

2.9. Aggregation Processor

The aggregation processor is the component that gives the profile meaning. It reads
permitted events from multiple partitions, enriches them with metadata, derives ag‐
gregated insights, and writes the result back to the user’s pod. This component is pow‐
erful because it has access to raw behavioural data. Its permissions must therefore be
narrow, explicit, and auditable.

The architectural requirement is minimal privilege. The processor should only read
the slices it needs, only write to the designated output partition, and operate within
user-defined access boundaries. Several technologies could fulfil this role, including
Apache Flink, Spark Streaming, or simpler event-driven scripts. The key question is
not which processing framework is used, but whether the processor operates within
transparent and enforceable limits.

The  prototype uses  Python change processors.  The  music  processor  subscribes  to
onListenActionAdded.  When  a  listening  event  is  added,  it  extracts  the
MusicBrainz recording identifier and retrieves metadata such as artist credits, album
title, track listing, release date, and release group. It then retrieves cover art and artist
images, stores binary assets in MinIO, and writes enriched track, album, and artist en‐
tities back to the music-tracker slice.

The processor also updates interaction counters. Because RDF triples are not incre‐
mented in place, the prototype uses a delete-then-insert pattern. The current counter is
read, the existing schema:InteractionCounter  triple is deleted, and a new
triple is inserted with the updated count. The video processor follows the same pattern
for videos and channels, subscribing to onWatchActionAdded.

For each incoming event, the processor also upserts the corresponding creator entry in
the cross-service profile, updating the interaction counter using the same delete-then-
insert pattern. The aggregated output is therefore kept current in real time, one creator
entry per artist or channel.

The aggregated output is written to the cross-service profile partition. This
supports CQ3 because data from multiple services can be combined without requiring
those services to exchange data directly. It also supports CQ2 because downstream
services can receive access to the aggregated profile rather than the raw event history.

Because the event bus does not replay history, the processor has no visibility into
events written before it started. To address this, a separate Python function imple‐
ments a backfill  mechanism. It paginates through all historical listenActions
and watchActions using GraphQL cursor pagination, counts interactions per cre‐
ator, and writes the aggregated results to the cross-service profile in bulk. This step is
run once after the initial data import or after a processor restart. During large backfills
involving tens of thousands of events, OAuth access tokens may expire before the op‐



eration completes. The prototype handles this by refreshing the token explicitly be‐
tween the video and music phases of the backfill.

The trade-off is trust. The Change Processor determines which derived facts are writ‐
ten to the profile. If its logic is opaque or its permissions are too broad, it could under‐
mine the user-centric guarantees of the architecture. For this reason, aggregation logic
must  be  inspectable,  permissions must  be  limited,  and processor  activity  must  be
logged.

2.10. Inference Service

A media behaviour profile becomes valuable when it supports useful services such as
recommendations, personal analytics, or media trend summaries. However, using the
profile creates a new privacy risk. If the profile must be sent to an external recommen‐
dation API, the user loses control at the moment the insight is generated.

The architecture therefore requires the inference service to operate with scoped, read-
only access and without retaining the profile data it consumes. The inference mecha‐
nism itself is flexible. It could be a language model, a collaborative filtering engine, a
statistical model, or a rule-based recommender. The architectural constraint is that the
service should only access the data it is authorised to read and should not persist un‐
necessary copies.

The prototype uses Ollama as a locally running inference service. The recommender
reads permitted data from the cross-service profile,  constructs a prompt
from the most-watched videos or profile summaries, and sends that prompt to a local
model. No watch-history data is transmitted to an external API.

This demonstrates that user-centric architectures do not prevent personalisation. They
change the conditions under which personalisation happens. Instead of platforms ac‐
cumulating behavioural data centrally, recommendation services access only the au‐
thorised profile data needed for a specific purpose.

2.11. Policy Layer

Access control answers whether a service may access a resource at the moment of the
request. It does not fully answer what the service may do with the data after access
has been granted. For media behaviour data, this distinction is essential. A service
may be allowed to read a profile for personalisation, but not to use it for advertising,
sell it to third parties, or retain it indefinitely.

This requires a policy layer that expresses usage conditions. ODRL [17] is the appro‐
priate standard for this role because it can describe permissions, prohibitions, and du‐
ties. For example, a policy may permit a recommender to use viewing history for per‐
sonalisation, prohibit sharing it with advertising networks, and require deletion after a
defined period. Trustflows [21] provides a governance-oriented framework for mak‐
ing such data flows trustworthy across autonomous stakeholders. The Data Privacy
Vocabulary  can  complement  ODRL  by  expressing  processing  purposes  and  legal
bases under the GDPR.

In the conceptual architecture, the policy layer sits between consuming services and
the user’s pod. It evaluates not only whether access is allowed, but also whether the



intended use matches the user’s consent and applicable conditions.

In the prototype, this layer is not implemented. OpenFGA provides access control and
demonstrates selective sharing, but it does not enforce post-access usage restrictions.
The prototype therefore validates storage, partitioning, identity, authorisation, aggre‐
gation, inference, and logging, but it does not fully validate usage control beyond the
pod boundary.

This limitation is important. The proof of concept shows that user-centric media pro‐
file management is technically feasible, but it should not be interpreted as a complete
production-ready  governance  system.  A  production  deployment  would  need  an
ODRL-based policy layer, usable consent interfaces, contractual safeguards, and audit
mechanisms that can verify whether stated usage conditions were respected.

2.12. Audit Layer

A user-centric architecture must not only enforce access rules. It must also make data
flows inspectable after the fact. Users, regulators, and auditors need evidence of what
happened: which service accessed which data, when, under which authorisation, and
for which stated purpose. Without auditability, users may technically control access
but have no practical way to verify whether that control was respected.

The audit layer can be implemented in different ways. Logs may be stored inside the
user’s pod, giving the user direct access to their data-flow history. An external audit
service could provide stronger oversight. A tamper-evident append-only log could be
used in higher-assurance regulatory contexts. The minimum requirement is that access
and change events are recorded with enough detail to support accountability.

The prototype supports auditability at three levels. Keycloak records authentication
events, showing when services obtain access tokens. OpenFGA records authorisation
decisions,  showing  which  access  checks  were  performed.  Kvasir  and  the  Change
Processor record change events, showing which data was written and which derived
updates were produced.

These logs make the flow from ingestion to enrichment to consumption traceable.
However, audit logs are retrospective. They do not prevent misuse by themselves.
They provide evidence after the fact. Their value increases when combined with pre‐
ventive access control and the future ODRL policy layer. f ### Prototype Deviations
from the Solid-Native Design

The prototype is Solid-based in architectural orientation, but not purely Solid-native
in  every  operational  mechanism.  This  distinction  is  important  for  interpreting  the
proof of concept correctly.

The architecture follows Solid principles by placing data in a user-controlled pod, rep‐
resenting information as linked data, supporting Solid-OIDC through Kvasir’s Solid
endpoint, and attaching access decisions to the user’s data environment rather than to
individual  media  platforms.  However,  the  prototype  introduces  implementation-
specific mechanisms to support high-volume media behaviour processing.



These deviations do not invalidate the architecture, but they define the scope of the
prototype. The prototype demonstrates that the architectural roles can be assembled
into a working system. It does not claim to be a fully standards-complete Solid de‐
ployment.

Table 2:  Prototype deviations from a purely Solid-native implementation, with the
reason for each deviation.

Concern Solid-native
option

Prototype option Reason for deviation

Resource access LDP HTTP
resources

Kvasir GraphQL and
JSON-LD deltas

More expressive querying for
structured media profiles

Access control WAC or ACP OpenFGA Kvasir does not yet implement
WAC/ACP on the Solid
endpoint

Change
notification

LDES Redpanda Low-latency push-based
processing for the prototype

Service
authentication

Solid-OIDC
browser flow

Keycloak
`client_credentials`

Automated background
services need non-interactive
authentication

Usage control ODRL policy
enforcement

Conceptual only Left as future work beyond the
proof of concept



3. Implementation

This chapter demonstrates the architecture described in the previous chapter through a
concrete proof-of-concept. The prototype extends the kvasir-music-tracker example
application published by imec-IDLab. That application provides a Spotify client, a
Python change processor that fetches MusicBrainz metadata via SSE subscriptions, a
basic  Vue.js  web  application  for  browsing  recently  played  tracks,  and  a  Docker
Compose environment preconfigured for a demo user alice. This thesis extends that
foundation by adding a video-tracker slice and change processor, a cross-service pro‐
file slice, user-controlled identity linking between music and video creators, a local
inference component, a significantly expanded web application, and a browser exten‐
sion. The browser extension is an extension for Firefox that captures events directly
from YouTube and SoundCloud. On YouTube it detects watch events via DOM obser‐
vation  and  the  yt-navigate-finish  event.  On  SoundCloud  it  detects  listen
events by observing the player badge for track changes. Both content scripts relay
events to a background script that forwards them to the pod as JSON-LD change re‐
quests. The Spotify client from the original demo remains functional alongside the ex‐
tension, giving the prototype three independent event sources: Spotify, YouTube, and
SoundCloud. The chapter walks through the complete data flow: from defining a slice
schema and registering a pod, through writing a media event, to the enrichment and
aggregation steps that produce the cross-service profile. Two slices are used through‐
out: music-tracker for listening behaviour and video-tracker for watch be‐
haviour.

3.1. 1. Define the Slice Schema

Each slice is defined by a GraphQL SDL schema. The schema declares which types
are  queryable,  which mutations are  available,  and which subscriptions  clients  can
open. Two vocabularies are combined in the music slice: schema.org for interactions
and the Music Ontology for tracks, records, and groups.

The music tracker schema exposes four queryable types and a subscription that fires
whenever a new listen event is written:



The  @generateMutations(operations:  ["add"])  directive  on  the
Query  type instructs Kvasir  to auto-generate add  mutations  for  every  queryable
type. The schema_InteractionCounter type additionally carries remove to
support the delete-then-insert counter update pattern used by the change processor.

The video tracker schema follows the same structure using schema.org throughout:

Listing   5:  GraphQL  SDL  schema  for  the  music-tracker  slice,  combining
schema.org  and  Music  Ontology  vocabularies.  The  @generateMutations
directive auto-generates add mutations for every queryable type.

type Query @generateMutations(operations: ["add"]) {
listenActions(id: [ID], pageSize: Int = 100, cursor: String, 

orderBy: [String]): [schema_ListenAction!]
tracks(id: [ID], pageSize: Int = 100, cursor: String, orderBy: 

[String]): [mo_Track!]
albums(id: [ID], pageSize: Int = 100, cursor: String, orderBy: 

[String]): [mo_Record!]
artists(id: [ID], pageSize: Int = 100, cursor: String, orderBy: 

[String]): [mo_MusicGroup!]
}

type Subscription {
onListenActionAdded: schema_ListenAction!

}

type schema_ListenAction {
id: ID!
schema_startTime: String!
schema_agent: ID!
schema_object: mo_Track!

}

type mo_Track {
id: ID!
dc_title: String
mo_track_number: String

  mo_duration: Int
foaf_maker: [mo_MusicGroup!]
schema_interactionStatistic: [schema_InteractionCounter!]

}



The cross-service profile slice introduces a csp_Creator  type that holds aggre‐
gated interaction counts alongside confirmed cross-platform identity links:

Listing 6: GraphQL SDL schema for the video-tracker slice, using schema.org
vocabulary throughout.

type Query @generateMutations(operations: ["add"]) {
watchActions(id: [ID], pageSize: Int = 100, cursor: String, 

orderBy: [String]): [schema_WatchAction!]
videos(id: [ID], pageSize: Int = 100, cursor: String, orderBy: 

[String]): [schema_VideoObject!]
channels(id: [ID], pageSize: Int = 100, cursor: String, 

orderBy: [String]): [schema_Person!]
}

type Subscription {
onWatchActionAdded: schema_WatchAction!

}

Listing 7: GraphQL SDL schema for the cross-service-profile slice. The
schema_sameAs  field  stores  user-confirmed  cross-platform  identity  links,
schema_interactionStatistic  accumulates counts  across both music and
video slices, and csp_UserInsight stores user-validated behavioural assertions.

type Query @generateMutations(operations: ["add"]) {
creators(id: [ID], pageSize: Int = 100, cursor: String,

orderBy: [String]): [csp_Creator!]
insights(id: [ID], pageSize: Int = 100, cursor: String,

orderBy: [String]): [csp_UserInsight!]
}

type csp_Creator {
id: ID!
schema_name: String
schema_sameAs: [ID]
schema_isBasedOn: String
schema_interactionStatistic: [csp_InteractionCounter!]

}

type csp_InteractionCounter @generateMutations(operations: 
["add", "remove"]) {
id: ID!
schema_interactionType: ID!

  schema_userInteractionCount: Int!
}

type csp_UserInsight @generateMutations(operations: ["add", 
"remove"]) {
id: ID!
schema_description: String!
schema_name: String!
schema_actionStatus: String!
schema_dateCreated: String!

}



The schema_sameAs field links a music creator URI to a video creator URI once
the user has confirmed the match. The schema_interactionStatistic field
accumulates interaction counts aggregated across both the music and video slices.

3.2. 2. Bootstrap the Pod and Register Slices

The pod for user alice is created automatically when Kvasir starts, using the boot‐
strap  configuration  in  kvasir-config/application.yaml.  The  configura‐
tion sets a default JSON-LD context covering schema.org, Music Ontology, Dublin
Core, and FOAF, and registers five Keycloak clients:

• music-tracker: a browser-facing client used by the web application
• music-tracker-client: a service account used by the change processor,

with reader, writer, and deleter access to the music-tracker slice, writer ac‐
cess to the MinIO cover-art bucket, and writer and deleter access to the cross-
service-profile slice for upserting creator entries

• video-tracker: a browser-facing client
• video-tracker-client: a service account with reader, writer, and deleter

access  to  the  video-tracker  slice  and  writer  and  deleter  access  to  the
cross-service-profile slice

• recommender-client: a service account used by the inference service, with
read-only access to the cross-service-profile slice

The OpenFGA relationships are declared inline in the bootstrap configuration:

This means that when Kvasir starts, the pod, the clients, and all access-control rela‐
tionships already exist, requiring no manual setup.

The slices themselves are registered by POSTing the SDL schema to the pod’s /
slices endpoint. On success Kvasir returns 201 Created with the slice URL in
the Location header.

3.3. 3. Authenticate as a Service

All  Python  services  authenticate  using  the  OAuth  2.0  client_credentials

Listing  8:  Bootstrap  configuration  declaring OpenFGA relationships  for  music-
tracker-client,  granting  read,  write,  and  delete  access  to  the  music-
tracker  slice,  write access to the MinIO cover-art  bucket,  and write and delete
access to the cross-service-profile slice.

- client-id: music-tracker-client
enable-service-account: true
openfga:

    relationships:
      - target-resource: "/slices/music-tracker"
        relations: ["reader", "writer", "deleter"]
      - target-resource: "/s3/music-tracker/cover-art"
        relations: ["reader", "writer"]
      - target-resource: "/slices/cross-service-profile"
        relations: ["writer", "deleter"]



flow. The service exchanges its client_id and client_secret for a bearer to‐
ken from Keycloak, then attaches the token to every subsequent request. Kvasir vali‐
dates the token and asks OpenFGA whether the token’s subject has the required role
on the target slice before executing the operation.

3.4. 4. Write a Media Event

A media client writes a ListenAction or WatchAction by posting a JSON-LD
delta to the slice’s changes endpoint. Each event receives a deterministic URI con‐
structed from the event type, content identifier, and timestamp:

urn:combine-ld:watch:<videoId>:<timestamp>

An example listen event for a MusicBrainz recording:

Because the URI is deterministic, re-importing the same event overwrites the existing
triple rather than creating a duplicate. Fig. 13 shows the committed change report for
one such event, displaying the six RDF triples written to the music-tracker slice.

Listing 9: A schema:ListenAction event in JSON-LD format, linking a user
agent to a MusicBrainz recording URI. The deterministic subject URI is derived from
the event type, recording identifier, and timestamp.

{
"@context": {
"schema": "http://schema.org/",
"mo": "http://purl.org/ontology/mo/"

  },
"@id": "urn:combine-ld:listen:b36c079c-79e4-4f9e-b4f9-

cbb6a3d4d5a1:2024-11-15T20:32:00Z",
"@type": "schema:ListenAction",
"schema:startTime": "2024-11-15T20:32:00Z",
"schema:agent": { "@id": "http://localhost:8080/alice" },
"schema:object": {
"@id": "https://musicbrainz.org/recording/b36c079c-79e4-4f9e-

b4f9-cbb6a3d4d5a1",
"@type": "mo:Track"

  }
}



3.5. 5. The Change Processor Reacts

When the event reaches Kvasir, it is committed to ClickHouse and a change message
is published to the Redpanda topic for the music-tracker slice. The change pro‐
cessor,  which holds an open SSE subscription on onListenActionAdded,  re‐
ceives the event and begins enrichment.

The processor extracts the MusicBrainz recording ID from the track URI and calls the
MusicBrainz API to retrieve the full release metadata: artist credits, album title, re‐
lease date, track listing, and release group. It then:

1. Fetches the album cover art and stores it in the MinIO bucket if it does not al‐
ready exist, storing the resulting S3 URI as foaf:depiction on the release
group.
2.  Fetches  an  artist  thumbnail  from  the  Wikipedia  API  and  stores  it  as
foaf:depiction on the artist.
3. Writes the enriched track, album, and artist objects back to the slice via change
requests.
4. Updates the play counters for the track, album, and all credited artists.

3.6. 6. Update Counters with Delete-Then-Insert

Play and watch counts are stored as schema:InteractionCounter triples at‐
tached to each track, album, artist, video, or channel. Because RDF triples cannot be
incremented  in  place,  the  processor  uses  a  delete-then-insert  pattern  driven  by  a
with-clause that first reads the current counter value:

Fig.  13:  A  committed  change  report  in  Kvasir’s  Changes  view for  the  music-
tracker slice. The six inserted triples record the track as a mo:Track linked to its
MusicBrainz URI, and the listen event as a schema:ListenAction with agent,
object,  provider,  and  timestamp.  The  deterministic  subject  URI  follows  the
urn:combine-ld:listen: pattern.



The same pattern is used by the watch processor for video and channel watch counts.

One consequence of using SSE subscriptions is that they deliver only events written
after the subscription was opened. If the processor was not running when a batch of
events was imported, those events are invisible to it. In the prototype, clearing the
ClickHouse storage while the processor was offline caused the cross-service profile to
become empty. New events subsequently produced correct profiles, but the historical
behaviour was absent until a manual backfill was run.

3.7. 7. Query the Enriched Profile

After the change processor has committed the enrichment, the slice can be queried for
the aggregated profile. For example, to retrieve the top-played artists:

The recommender reads aggregated creator data from the cross-service profile, con‐
structs a prompt from the most-watched channels and most-listened artists, and sends
that prompt to Ollama for inference, keeping all profile data within the local environ‐
ment at all times. Fig. 14 shows a live query against the video-tracker  slice,
demonstrating  that  recent  watch  events  are  stored  and  retrievable  through  the
GraphQL interface.

Listing   10:  Delete-then-insert  pattern  for  updating
schema:InteractionCounter  triples.  The  with-clause  reads  the  current
count before the delete and insert operations are executed.

with-clause:
read current schema_userInteractionCount
for the track, album, and artists

delete:
remove existing InteractionCounter triples

insert:
  write new InteractionCounter triples
with count + 1 (or 1 if no counter existed)

Listing 11: GraphQL query against the music-tracker slice returning all artists
ordered by interaction count,  including their name, depiction, and aggregated play
count.

{
artists(orderBy: 

["schema_interactionStatistic.schema_userInteractionCount desc"]) 
{

id
    foaf_name
    foaf_depiction
    schema_interactionStatistic {
      schema_userInteractionCount
    }
  }
}



3.8. 8. Cross-Service Identity Linking

The web application includes a “Link Profiles” view where users can review and con‐
firm fuzzy identity matches between music creators and video creators. The matching
heuristic  compares  creator  names  from  the  music-tracker  and  video-
tracker slices. When names are similar enough, a suggested link is surfaced in the
UI.

When a user confirms a match, the application writes a schema:sameAs triple to
the cross-service profile slice, linking the music creator URI to the corre‐
sponding video creator URI. The pod thereby becomes the authoritative source of
cross-platform identity rather than the heuristic matcher.

A separate “Unified” view reads these confirmed schema:sameAs links to display
cross-platform activity. It combines aggregated listening and viewing counts for cre‐
ators whose identity has been explicitly verified by the user, joining data from both
slices through the user-authored link.

One  practical  detail  affects  name-based  matching.  Some  music  platforms  return
comma-separated  multi-artist  strings,  for  example  “Kanye  West,  Ye,  Andre
Troutman” for a collaborative track. The prototype captures only the primary artist
name to ensure stable matching. Full multi-artist attribution is retained in the track
metadata, but only the first credited artist contributes to the identity link candidate list.

The  prototype  implements  automatic  identity  resolution  via  Wikidata’s  public
SPARQL  endpoint.  When  the  change  processor  handles  a  SoundCloud  or
MusicBrainz listen event, it queries Wikidata using the SoundCloud slug (P3040) or
MusicBrainz  artist  ID  (P434)  to  retrieve  the  corresponding  YouTube  channel  ID
(P2397). The watch processor performs the reverse: a YouTube channel ID is used to

Fig. 14: A GraphQL query against the video-tracker slice returning the six most
recent watch events with video title,  URL, and timestamp. The query is  executed
through Kvasir’s built-in GraphiQL interface, authenticated as user alice.



look up its SoundCloud slug. When a match is found, schema:sameAs is written
automatically  without  user  intervention,  and  schema:isBasedOn  stores  the
Wikidata  entity  URI  as  provenance.  The  UI  distinguishes  Wikidata-verified  links
from user-confirmed ones through separate visual indicators. User confirmation re‐
mains the fallback for creators not present in Wikidata.

One limitation remains: creator identity links are stored per user. Two users observing
the same cross-platform identity would each hold an independent  copy.  For  well-
known public creators this is mitigated by Wikidata resolution, which produces identi‐
cal links for all users. For obscure creators, the per-user model reflects that cross-
platform identity is genuinely a personal assertion rather than a shared fact.

3.9. 10. User-Validated Behavioural Insights

The system includes a feedback loop that grounds personalisation in explicit user vali‐
dation. The inference service generates behavioural hypotheses from the aggregated
cross-service profile, surfaces them as questions in the web application, and stores the
user’s validated answers as RDF in the pod. These stored answers are incorporated
into subsequent recommendation prompts, allowing the profile to accumulate user-
authored assertions alongside passively collected interaction data.

Insight generation. The /insights endpoint of the inference service queries the
cross-service-profile  slice for the top-watched video channels and most-
listened music artists, and computes a set of context metrics: the number of creators
active on each platform, the share of total activity concentrated in the top three cre‐
ators, and the set of creators with confirmed cross-platform identity links. These sig‐
nals are assembled into a structured prompt sent to Ollama, which returns a JSON ar‐
ray of insight objects. Each object contains a statement (a behavioural claim phrased
declaratively, for example “You primarily watch technology content”) and a question
(a yes/no reformulation presented to the user).

Storing validated answers. When the user responds, the web application posts the
question, the answer text, and a status value to the /insights/answer endpoint.
The  endpoint  writes  a  csp:UserInsight  node  to  the  cross-service-
profile  slice  via  a  JSON-LD change  request.  The  schema:actionStatus
field  distinguishes  three  cases:  confirmed  (the  user  agreed  with  the  claim),
denied (the user rejected it), and corrected (the user provided an alternative).
The write uses the video-tracker-client service account, which holds writer
access to cross-service-profile. The csp_UserInsight type is defined
in the updated cross-service-profile SDL shown in Listing 7.

Feeding  back  into  recommendations.  Both  recommendation  endpoints  retrieve
stored insights before constructing the prompt. Confirmed insights are presented as
established user preferences. Denied insights are explicitly marked as claims the user
has rejected,  preventing the model from reproducing them in subsequent sessions.
Corrected insights  present  the original  assumption alongside the user’s  correction.
This allows the model to reason from a user-validated profile rather than inferred be‐
haviour alone, and prevents the same incorrect assumption from recurring across ses‐
sions.



3.10. Import Rate Limiting

The initial data import sent five concurrent requests per batch with no delay between
batches.  At  42,000 records this  produced approximately  8,400 batches in  under  a
minute, far exceeding Kvasir’s processing capacity of around 66 records per second.
The result was a flooded Kafka topic and a backlog that Kvasir could not clear in
time.

The fix was to add a 150-millisecond pause between batches. This reduces the effec‐
tive  ingestion  rate  to  approximately  33  records  per  second,  comfortably  below
Kvasir’s capacity and leaving headroom for other operations during import.

A side effect of the original flood was that resetting the Kafka consumer offset to re‐
cover from the crash caused approximately 29,000 queued messages to be skipped.
Only 13,044 of the original 42,000 records reached ClickHouse. Because each record
uses a deterministic URI as its RDF subject identifier, the import can be re-run safely
without producing duplicates: records already present in ClickHouse are overwritten
with identical data, while missing records are inserted fresh.



4. Evaluation

This chapter evaluates the proof-of-concept prototype against the competency ques‐
tions defined in the architecture chapter and assesses how well the implemented sys‐
tem fulfils the five requirement areas established in the literature study.

4.1. Competency Question Assessment

The  three  competency  questions  were  formulated  before  the  architecture  was  de‐
signed and serve as the functional test for the system. Table 3 summarises the assess‐
ment for each question.

4.2. Expert Feedback

The competency questions were assessed through a structured written questionnaire

Table 3: Assessment of the prototype against the three competency questions.

Competency
question

Supported? Evidence Limitation

CQ1: Which
content has a
given user
consumed within
a specified time
period?

Yes GraphQL queries on the music-t
racker and video-tracker
slices return listen and watch
events ordered by timestamp. The
implementation chapter
demonstrates a working query
returning the six most recent watch
events through Kvasir’s GraphiQL
interface.

No native SPARQL query
layer. All queries must be
issued through Kvasir’s
GraphQL API.

CQ2: Which
services may
access which
parts of a user’s
consumption
history, and
under what
conditions?

Partially OpenFGA enforces per-slice
access control. Services hold
explicit relationships (reader, w
riter, deleter) on individual
slices. A music tracker client
cannot read the video slice.

No ODRL-based usage
control is implemented.
The prototype enforces
access at the pod boundary
but cannot enforce post-
access conditions such as
retention limits or
restrictions on secondary
use.

CQ3: How can
consumption data
from multiple
platforms be
integrated in a
standardised
way?

Partially Both slices use JSON-LD with
shared schema.org vocabulary. The
cross-service profile uses schem
a:sameAs to link music and
video creator identities confirmed
by the user. For well-known
creators, links are resolved
automatically via Wikidata
SPARQL and stored with schem
a:isBasedOn provenance. The
aggregation processor derives
unified interaction counts across
both slices.

Interoperability depends
on vocabulary agreements
between services. The
prototype enforces these
agreements internally, but
a production deployment
requires ecosystem-wide
adoption of shared
vocabularies and identifier
conventions.



completed by a practitioner from the Flemish media sector. The respondent rated CQ1
as the most relevant, reflecting the practical importance of queryable consumption
history for personalisation and editorial research. CQ2 was rated highly, confirming
that user-controlled selective disclosure is a meaningful requirement from the media
sector’s perspective. CQ3 was rated moderately: not because cross-service integration
is  unimportant,  but  because ecosystem adoption is  the primary barrier  rather  than
technical feasibility.

This assessment aligns with the prototype’s own profile. The system performs well on
CQ1 and demonstrates the access control mechanisms required for CQ2. CQ3 is the
most aspirational of the three. The architecture provides the vocabulary and linking
mechanisms, but realising it at scale requires coordinated participation from indepen‐
dent media services that currently have no structural incentive to align on shared stan‐
dards.

4.3. Requirement Area Coverage

The five requirement areas identified in the literature study provide a second evalua‐
tion frame. The prototype addresses four of them in full or in part.

Personal data storage is implemented through Kvasir, with per-slice partitioning and
independent access control per slice. The shared identity mechanism is implemented
through Keycloak for service accounts and through Kvasir’s Solid-OIDC endpoint for
user-facing authentication. The aggregation component is implemented through the
Python change processors, with real-time updates driven by SSE subscriptions and a
backfill  mechanism  for  historical  data.  Auditability  is  partially  implemented:
Keycloak records authentication events,  OpenFGA records authorisation decisions,
and Kvasir records change events for each slice.

The  policy  layer  is  the  only  requirement  area  not  implemented  in  the  prototype.
ODRL-based usage control within the Trustflows framework remains as future work.
This is the most significant gap between the conceptual architecture and the proto‐
type, and it means the current system validates access governance but not post-access
usage governance.



5. Conclusion

This thesis set out to answer the following research question:

Which key design decisions need to be made when building media behaviour
profiles across multiple media services?

The research identified ten design decisions that any system addressing this question
must resolve. These concern where data is stored, how it is partitioned, how actors are
identified, how access is authorised, how media events are represented, how changes
are  propagated,  how raw events  are  aggregated,  how the  resulting profile  is  con‐
sumed, how usage conditions are expressed, and how access is audited. Each decision
was first defined at an abstract level as an architectural role with a specific responsi‐
bility, then implemented in a concrete proof-of-concept prototype.

The prototype demonstrates that a user-centric cross-service media behaviour profile
system is technically feasible. A personal data pod, governed by per-slice access con‐
trol,  semantic  data  representation,  and  a  user-authorised  aggregation  pipeline,  can
store and integrate media behaviour data from independent services without those ser‐
vices sharing infrastructure or data directly. Local inference allows personalisation to
occur without transmitting behavioural data to external APIs.

The central architectural finding is that a pod should not be limited to storage alone.
The paper on What’s in a Pod [29] argues that a pod is better understood as a hybrid,
contextualised knowledge graph from which multiple views and APIs can be derived,
rather than a single document hierarchy. This thesis gives that insight a concrete appli‐
cation: the prototype demonstrates that a pod must also support user-authored asser‐
tions.  Confirmed cross-platform identity  links,  validated  behavioural  insights,  and
governed access rules are all data the user writes into the pod to define how their pro‐
file is interpreted and shared. The user is thereby not a passive data subject managed
by individual platforms, but an active integration point who authors the semantic con‐
nections that make cross-service profiling possible.

The main limitation of the prototype is its depth of coupling to Kvasir-specific mecha‐
nisms.  GraphQL  querying,  schema-governed  slices,  ClickHouse-backed  analytical
storage, and Redpanda-based event streaming are Kvasir features that a standard Solid
pod does not provide. The architectural roles are separable in principle, but migrating
to a different Solid server would require significant rewriting of the implementation.
The ODRL-based policy layer also remains unimplemented. The prototype enforces
access at the pod boundary but applies no usage conditions to data after it has been
read.

Future  work  should  address  three  areas.  First,  adding  ODRL-based  usage  control
within the Trustflows framework would bring the prototype closer to production data
space practice. Production implementations such as Eclipse Dataspace Components
[20], the technical backbone of Gaia-X and data spaces such as Catena-X, enforce
ODRL policies at the transfer boundary: before data leaves the source, both parties
negotiate a policy agreement, and the transfer is refused if the receiving party does not
satisfy the stated conditions. Adding a connector-level policy negotiation layer around
Kvasir slice access would achieve this and is primarily engineering work. The gen‐
uinely hard open problem is post-transfer enforcement: once data has been received,



no technical mechanism currently prevents a service from retaining it past a stated ex‐
piry or using it for purposes beyond what was agreed. Enforcement at that point is
contractual and audit-based, not technical. Completing the Trustflows integration ad‐
dresses the boundary layer. Post-transfer enforcement remains an open research prob‐
lem across all current data space implementations. Trustflows is introduced in this
thesis as a core building block alongside Solid, but the prototype only realises the
Solid side of that pairing. Second, replacing Redpanda with LDES would align the
change notification mechanism with Solid and linked data standards, improving porta‐
bility and long-term interoperability. Third, the prototype implements Wikidata-based
identity resolution for known creators. Extending this to contribute verified links back
to Wikidata, closing the knowledge graph contribution loop, remains future work.

The main contribution of this thesis is a structured design-decision framework for
user-centric  cross-service media behaviour  profiling,  validated through a  proof-of-
concept implementation and assessed through expert feedback from the Flemish me‐
dia sector.

The broader challenge is sociotechnical. The prototype shows that the architecture
works.  The  larger  question  is  whether  independent  media  services,  infrastructure
providers,  users,  and  regulators  can  align  around  common  standards,  governance
frameworks, and incentive structures at sufficient scale. The expert questionnaire con‐
firmed that practitioners in the Flemish media sector see the concept as feasible in the
medium term, but identify ecosystem adoption as the primary barrier. This thesis ad‐
dresses the technical side of that challenge. The social, regulatory, and commercial di‐
mensions remain open problems.
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7. Use of Generative AI

AI tools were used in the preparation of this thesis in three ways.

Text editing and review. Claude by Anthropic and ChatGPT by OpenAI were used
as writing assistants throughout the drafting process. They were used to rephrase sen‐
tences, improve clarity, identify inconsistencies between sections, and check that tech‐
nical  claims were accurately stated.  All  content,  arguments,  design decisions,  and
conclusions are the author’s own. The AI tools did not generate original analysis or
interpret research results.

Diagram creation. Several figures in this thesis were created or styled with AI assis‐
tance. Figures 1 and 9 were generated with AI assistance and subsequently reviewed,
adjusted, and approved by the author before export.

Code assistance. Claude Code and ChatGPT were used during development of the
proof-of-concept prototype to assist with boilerplate code, syntax, and debugging. All
architectural  decisions,  data  models,  and  integration  logic  were  designed,  imple‐
mented, and verified by the author.


